


Classification:

OWASP Top 10 - 2017 : A6 - Security Misconfiguration

 Found robots.txt file

URL Found by Interesting Entries

https://muebles-munoz.es/robots.txt Robots Txt (Aggressive Detection)
/wp-admin/

/wp-admin/admin-ajax.php

 Details

Risk description:

The robots.txt file sometimes contains URLs that should be hidden from public view. However, this should not be considered a security

measure since anyone can read the robots.txt file and discover those hidden paths.

Recommendation:

Review the contents of the robots.txt file and remove the URLs which point to sensitive locations in the application. These locations

should be protected by strong access control mechanisms and require proper authorization.

References:

https://www.theregister.co.uk/2015/05/19/robotstxt/
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 Main WordPress Theme Muebles Muñoz detected

Theme information

Theme name: Muebles-Munoz-Theme

Theme version: 1.0.0

Location: https://muebles-munoz.es/wp-content/themes/Muebles-Munoz-Theme/

Style URL: https://muebles-munoz.es/wp-content/themes/Muebles-Munoz-Theme/style.css?ver=4.26.0

Style name: Muebles Muñoz

Style uri: https://muebles-munoz.es

Description: Child Theme for Divi

Author: Tecnopersonal

Author uri: https://tecnopersonal.com

Template: Divi

Found by: Css Style In Homepage (Passive Detection)

 Scan finished successfully

 WordPress 6.5.7 has no known vulnerabilities

 Main theme Muebles Muñoz has no known vulnerabilities

Scan coverage information
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List of tests performed (7/7)

  Scanning with WPScan (this may take a while)...

  Checking for valuable information in HTTP headers...

  Checking for the robots.txt file...

  Checking whether wp-cron is enabled...

  Searching for WordPress vulnerabilities...

  Searching for main theme vulnerabilities...

  Searching information for main theme: Muebles-Munoz-Theme

Scan parameters

Target: https://muebles-munoz.es/

Detection mode: Passive

Enumerate users: False

Enumerate vulnerable plugins: False

Enumerate vulnerable themes: False

Enumerate config backups: False

Enumerate database exports: False

Enumerate TimThumbs: False

Scan Type: Light

Authentication: False
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