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https://owasp.org/Top10/2021/


T1562.001

https://eur-lex.europa.eu/legal-content/ES/TXT/?uri=CELEX%3A32022L2555
https://eur-lex.europa.eu/legal-content/ES/TXT/?uri=CELEX%3A32022L2555
https://eur-lex.europa.eu/legal-content/ES/TXT/?uri=CELEX%3A32022L2555
https://eur-lex.europa.eu/legal-content/ES/TXT/?uri=CELEX%3A32022L2555
https://attack.mitre.org/techniques/T1562/001/


T1592

T1059.007

T1083

T1110.001

https://attack.mitre.org/techniques/T1592/
https://attack.mitre.org/techniques/T1059/007/
https://attack.mitre.org/techniques/T1083/
https://attack.mitre.org/techniques/T1110/001/


T1190

T1589.001

T1557

T1195

https://attack.mitre.org/techniques/T1190/
https://attack.mitre.org/techniques/T1589/001/
https://attack.mitre.org/techniques/T1557/
https://attack.mitre.org/techniques/T1195/


T1539

https://attack.mitre.org/techniques/T1539/
https://eur-lex.europa.eu/legal-content/ES/TXT/?uri=CELEX%3A32022L2555
https://attack.mitre.org/


Ubicar enlaces legales en footer para cumplir con requisitos de accesibilidad RGPD

Header always set X-Frame-Options "DENY"
Header always set X-Content-Type-Options "nosniff"



Para verificar versión de jQuery en consola del navegador:
jQuery.fn.jquery

Versiones seguras mínimas:
- jQuery: 3.5.0+
- jQuery UI: 1.13.0+
- Lodash: 4.17.21+

Plugins recomendados:
- Limit Login Attempts Reloaded (bloqueo de IPs)
- WP 2FA o Google Authenticator (2FA)
- WPS Hide Login (ocultar wp-login.php)
- Loginizer (protección completa)



Plugins recomendados (gratuitos):
- Wordfence Security (más popular, WAF completo)
- Sucuri Security (escaneo de malware)
- All In One WP Security (fácil de usar)
- iThemes Security (protección login)

Bloquear PHP en uploads:
<Directory /wp-content/uploads/>
<Files *.php>
Deny from all
</Files>
</Directory>
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